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A. Why has the sign-in process changed?

Universidade Europeia has enabled a security system called multifactor authentication (MFA) to protect
our students’ accounts against password theft and online fraud.

In addition to entering their password, students will need to confirm their identity through a notification
in the Microsoft Authenticator app.

This system reduces the risk of unauthorised access to an account by approximately 99%. The
password remains the same but is now protected by an additional layer of security.

B. Step up MFA methods

Procedure for setting up MFA in Microsoft Authenticator

1. Enter your institutional email address and the corresponding password in the Microsoft 365 app:

B Microsoft
Sign in

N°de Estudante @europeia.pt x

No account? Create one!

Next

@2025 Microsoft  Privac y statement
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2.Sign in. When the message below is displayed, click “Next”:
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N° de Estudante  @europeia.pt

More information required

Your organisation needs more information to keep
your account secure

Use a different account

You will be prompted to set up MFA.

3.To begin the process, install the Microsoft Authenticator app on your mobile phone. Once the
app has been installed, click “Next”:
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Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose
"Next".

| want to use a different authenticator app

N [ nex |

L want to set up a different method
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Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select “Work or
school".

s

| want to set up a different method

Links to download the app:

= Android:
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=pt&gl=US& pli=1

= ]OS:
https://apps.apple.com/pt/app/microsoft-authenticator/id983156458

4. A QR code will be displayed. Scan it using the Microsoft Authenticator app.
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Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft
Authenticator app with your account.

After you scan the QR code, choose "Next".



https://apps.apple.com/pt/app/microsoft-authenticator/id983156458
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C. Steps in Microsoft Authenticator

1. Open the app on your device and tap the “+"” icon:

822 @ -

Authenticator

2. Select “Work or school account”.

17:38 '*‘ ’f" alll o f'?\g @2

= Adicionar conta

Que tipo de conta esta a adicionar?

H Conta pessoal @
=F Conta escolar ou profissional @

Outra conta (Google, Facebook, etc.) @

3.Tap “Scan a QR code” and point the camera at the code displayed on the page:

Y
Adicionar conta escolar ou
profissional
gg Ler um cdédigo QR
El Iniciar sessao
CANCELAR
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4. Next, scan the QR code. A code will be displayed, which must be entered in the app on your
mobile phone.

Login Screen
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Keep your account secure

Microsoft Authenticator

- Let's try it out
Approve the notification we're sending to your app by entering the number
- shown below. i

19

, Back 3

| want to set up a different method

Application

0 Esta a tentar iniciar sessao?

Universidade Europeia
N° de Estudante @europeia.pt

Introduza o nimero apresentado para
iniciar sessao.

NAO, NAO SOU EU

NAO CONSIGO VER O NUMERO
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5. If everything is correct, a message will confirm that the notification has been approved:
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Keep your account secure

Microsoft Authenticator

Notification approved

v/

;

| want to set up a different method

X
Universidade P
Europeia 4
Microsoft Authenticator app was
successfully registered
Keep your ag
’ Wed, 22 Jan 2025 17:40:14 GMT
Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing

Default sign-in method:

@ Microsoft Authenticator




Universidade
Europeia

6. Enter the code displayed on your mobile phone again. MFA will then be fully configured:
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NO° de Estudante (@europeia.pt

Approve sign in request

e Open your Authenticator app, and enter the
number shown to sign in.

93

No numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app right now




Thank you
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